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The infinite attack surface & 
disappearance of enterprise boundaries

The Mythos Effect:
02
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Novel and Not Yet Patched
“Over 99% of the vulnerabilities we’ve 
found have not yet been patched, so it 
would be irresponsible for us to 
disclose details about them”

https://red.anthropic.com/2026/mythos-preview/
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“Over 99% of the vulnerabilities we’ve 
found have not yet been patched, so it 
would be irresponsible for us to 
disclose details about them”

https://red.anthropic.com/2026/mythos-preview/

Vulnerabilities in Hardened Software
“Mythos Preview fully autonomously 
identified and then exploited a 
17-year-old remote code execution 
vulnerability in FreeBSD that allows 
anyone to gain root on a machine 
running NFS”

https://en.wikipedia.org/wiki/Network_File_System
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Vulnerabilities in Hardened Software
“Mythos Preview fully autonomously 
identified and then exploited a 
17-year-old remote code execution 
vulnerability in FreeBSD that allows 
anyone to gain root on a machine 
running NFS”

Exploits Generated Autonomously 
“Each of the exploits below were written 
completely autonomously, without any 
human intervention after an initial 
prompt”

https://en.wikipedia.org/wiki/Network_File_System
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Large Number of New Vulnerabilities
“[W]e had the opportunity to apply an 
early version of Claude Mythos Preview 
to Firefox. This week’s release of Firefox 
150 includes fixes for 271 
vulnerabilities identified during this 
initial evaluation.”

https://blog.mozilla.org/en/privacy-security/ai-security-zero-day-vulnerabilities/
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Dizzying Number to Deal With
“As these capabilities reach the hands 
of more defenders, many other teams 
are now experiencing the same vertigo 
we did when the findings first came into 
focus”
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Dizzying Number to Deal With
“As these capabilities reach the hands 
of more defenders, many other teams 
are now experiencing the same vertigo 
we did when the findings first came into 
focus”

Changing the Game?
“Defenders finally have a chance to win, 
decisively”
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Zero Day Clock: Weaponized 
Exploits Growing 

Weaponized Exploits Growth
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Zero Day Clock: Time-to-Exploit 
Collapsing  
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Time-to-Exploit Collapsing
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Moody's Report: AI Uncovering 
Software Bugs
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Time to Remove Vulnerabilities 
Remains Slow
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Threat Actor Uses Supply Chain Breach
“TeamPCP, the threat actor behind the 
recent compromises of Trivy and KICS, 
has now compromised a popular Python 
package named litellm, pushing two 
malicious versions containing a 
credential harvester, a Kubernetes 
lateral movement toolkit, and a 
persistent backdoor.ˮ

https://thehackernews.com/2026/03/teampcp-backdoors-litellm-versions.html

Continued Stolen Credential Use
“This campaign is almost certainly not 
over," Endor Labs said. "TeamPCP has 
demonstrated a consistent pattern: each 
compromised environment yields 
credentials that unlock the next target.”

https://thehackernews.com/2026/03/teampcp-hacks-checkmarx-github-actions.html
https://pypi.org/project/litellm/
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https://www.bitsight.com/blog/litellm-versions-1-82-7-1-82-8-supply-chain-compromise
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Visibility Within Hours
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How Bitsight is Responding

Speed
Increased Frequency of Scanning

Pre-indexed for instant visibility and
 Rapid Response

Coverage
Massive Expansion of Fingerprints

and Vulnerabilities
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Networking Break
30 Minutes


