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Cyber Risk Intelligence in an Agentic World




A radically
new landscape.

e« EXPANSION

The attack surface is In the post-Mythos world, CISOs are squeezed from
collapsing inward exploits beat patches. both sides.
Cloud, Saas$, Al, and supply chain are Al compresses disclosure-to- Boards want outcomes, not activity.
expanding faster than any team can map. weaponization from years to hours. Most Compliance consumes the hours that
exploits now hit before disclosure. should be closing gaps.
RESOURCE DRAIN
ASSETS DETECTED — 847 - 1,203 - 1,737

2018
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From years to zero.

771

hours

When exploit is instant, there is only

Most exploits now hit BEFORE disclosure



+ WHERE WE ARE TODAY

The pieces exist.
They just don't connect.

a e L
¢ RATINGS & MONITORING ¢ THREAT INTELLIGENCE
Tell you what's changed. Tell you what's out there. Tell you what's exposed.
Objective posture signals. Longitudinal Adversary activity, I0Cs, dark web signals. Assets, vulnerabilities, misconfigurations.
trend data. Strong for governance and p Rich context on actors and campaigns. . Breadth of visibility across your
board reporting. GAP GAP environment.
A
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doing What's exposed across your surface
Gap: doesn 't tell you what's happening right now. Gap: not mapped to your specific environment. Gap: too much signal. Not enough priority.

Each piece answers a different question.
Nothing connects the answers into a decision.
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Bitsight is building the cyber
risk intelligence platform.

Al speed

4. The best data is becoming intelligent 4. Tools are evolving into agents 4. Signals are turning into connected workflows



FORRESTER WAVE™ 2026

Leading in Cyber Risk Intelligence

Strong

Contenders
Performers

() Bitsight

trength of offering

Q
)

Strength of strategy
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The real value ... is in the

underlying a rating and their ability to surface
actionable risk findings when this data is used
correctly.|

— Paul McKay, Forrester Research

Forrester Wave™: Cybersecurity Risk Ratings, 2026




GARTNER® MAGIC QUADRANT™ 2026

Recognized as a Visionary in Cyber Threat Intelligence

® GARTNER DEFINITION

Visionary

Visionaries stand out for their innovative approach and ability to
anticipate future market needs, often introducing unique
capabilities, advanced Al-driven analytics or novel delivery
models that challenge traditional paradigms. These vendors play
a critical role in shaping the market by driving innovation and
influencing long-term strategies.
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ROADMAP

Roadmap Guiding Principles

ACT
Surface what matters Connect threat to exposure Do the work at scale
e THE CISO SAYS e THE CISO SAYS
My attack surface and | can't connect what my My team is drowning.
ecosystem are SecOps team sees to We can't hire our way
expanding faster than | what | report to the out of this.
can keep up. board.

NORTH STAR
Unite operations and governance on a shared foundation of AI

Create the intelligence
layer for the CISO

cyber risk. is the engine that transforms all three.
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THE PLATFORM

One Platform, Two Ways to Access It

BITSIGHT AGENTS BRING YOUR OWN AGENT

We build the agents. You get the Our intelligence. Your Al. Fully
outcomes. connected.

REST API

New vendor alert: critical finding

ne-supplier.com - High severity

Data Feeds
Bulk delivery at scale

4. Bitsight Al ces

4. MCP Server & clauce
«e=mD-— .
b Copilot

) Splunk

Analyzing risk Checking dark web Drafting response

ServiceNow

Any MCP client



UNIFIED INTELLIGENCE

One Intelligence Layer.
Two Ways to Win.

Whether you use our agents or your own,
the See-Aim-Act lifecycle is fully integrated.

+. Bitsight Agents s» Bring Your Own Agent
SEE Curated risk views Asset & exposure feeds
Out-of-the-box dashboards & alerts Streamed into your data lake
® Al-prioritized findings o Bring your context to bear
- Bitsight AI ranks what matters o Context to power custom analytics
( E\ Agents drive remediation (&) Trigger SOAR & SIEM
B Automated triage & response S Native APIs into your runbooks
THE OUTCOME A unified foundation of cyber risk that scales with your team's maturity.
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The foundation: why
our data is different

@ 4.4B + addresses continuously scanned

The internet's external attack surface
100M+ active CVE instances | Deep product fingerprints

1B
© + credentials tracked weekly

The threat landscape, in real time

7M+ intelligence items daily | 130M+ threat actors monitored

e | years of rich historical data
Entity and attribution graph

Comprehensive global organization monitoring Full supply chain attribution
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llluminating the Modern Attack Surface

THE EXPANDING LENS

DISCOVERY & FINGERPRINTING

POST-QUANTUM CRYPTOGRAPHY

EXPANDED ASSET DISCOVERY

API DISCOVERY

SBOM
Securing the Al Stack
Drillin = Drill in
Overview Al Attack Surface
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Discovery & Fingerprinting

Discovery & Fingerprinting

Continuous scan

Al ATTACK SURFACE

OPERATIONAL TECHNOLOGY

M&A DISCOVERY

Keep Pace with Change

Drillin

M&A Discovery

Third-Party Exposure

Citrix NetScaler CVE-2026-3104

partner-c.net

Sm ago

w OpenClaw admin panel public

vendor-d.ai 12m ago

Shadow asset - forgotten subdomain

supplier-e.io 8m ago

(T Leaked LLM APl key in JS bundle

vendor-f.app - 23m ago

d LiteLLM g

)r-a.io

(ERITIGAD Exp

y - auth bypass

Streaming detectic
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< OVERVIEW

Securing the Al Stack

Al INFRASTRUCTURE SCAN 50k+ 40+

OPENCLAW DETECTIONS OTHER Al DETECTIONS / NATIVE Al FINGERPRINTS
/| MONTH MONTH

MCP Server - rodel ©
Reachable without TLS : auth optional

e CRITICAL

LiteLLM Gateway  LL1 o AL
Auth bypass via /vl/models endpoint When LiteLLM was compromised, our customers knew in hours.

LiteLLM is the front door to the Al stack — one breach, every model behind it.
OpenClaw Admin ~ fgent orchestrator ARG

Public admin panel - default creds LiteLLM in production at scale
Already fingerprinted across our customers' third parties.

Vector DB o G @ THE WARNING
Index browsable - no rate limits TeamPCP activity surged 300%

S . Threat Activity Index spike, days before any public disclosure. /
Foundation Model API Ope o SECURED

Mutual TLS - rotated keys © THE COMPROMISE
TeamPCP inserts malware into LiteLLM
The front door to Al infrastructure becomes the attacker's door too.

® THE RESPONSE
Customers notified within hours
Major security event published with affected vendor and asset list — no customer left guessing

This is what fingerprinting + threat intelligence looks like together.

Overview Al Attack Surface Discovery & Fingerprinting ME&A Discovery . + | to dri
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From Unknown Asset to Actionable Detection

ASSET FINGERPRINT REVEAL

api-prod.example.io

Al will find vulnerabilities faster

than humans can patch.
api-prod.example.io

Citrix Netscater So we map the software first.
13.0-92.21 When the next zero-day hits, our customers already know where it lives.
E Cr 1
Overview Al Attack Surface Discovery & Fingerprinting ME&A Discovery
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< OVERVIEW

Risk Profiles That Keep Pace with Change

PRE-MERGER — POST-CLOSE

o
o ° -/ x
LWy
o
.
o. o N
COMPANY A \\‘-\\__COMPANY B
NEWCO - COMBINED / = >
NEW - SHADOW)
[ ] [ ]
T-30 T+0 T+30 T+90
DILIGENCE CLOSE SHADOW IT SURFACED FULL INVENTORY
Overview Al Attack Surface Discovery & Fingerprinting ME&A Discovery
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INHERITED ASSETS FORGOTTEN CRITICAL EXPOSURES
SUBDOMAINS

Corporations change — risk profiles move with them. Bitsight keeps your view of
the attack surface in lock-step with every merger, divestiture, and structural shift.

Pre-deal: surface diligence on the target's exposure
Day-0: instant inventory of inherited internet assets
Day-30: shadow-IT, forgotten infra, and orphan domains surfaced

Continuous: every divestiture and rebrand auto-rescanned

12 /16



Prioritize What Matters

Combine exposure, threat, and business context Data + workflow crossover

One intelligence layer aligns the asset, the adversary, and what it means for the business — so The same intelligence that drives prioritized findings inside Bitsight is delivered to your SIEM,
every finding arrives pre-prioritized. SOAR, and data fabric — closing the loop without duplicating work.

LHEAIMEGUATION what's reachable 3 ‘(‘J!""-'jv'vr‘m'\: z # f':c'«f“\ev:fA NS prioritized action

a SIS AT XCK heat map s - H
3 . B
L Tt eas T . :
Breach Intelligence MITRE ATT&CK Mapping Sectoral Intelligence
Real-world incidents, mapped to your supply chain Adversary techniques scored against your environment Transform global noise into sector-specific action
Overview Breach Intelligence MITRE ATT&CK Mapping Intelligence < & navigate Esc ¢
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o000 app.bitsight.com

Seventy

Evost Type

Ratng Impac:

Gaageapry

o ey

Overview Breach Intelligence

Campany

breach-intelligence

MITRE

Esc

Breach Intelligence

CK Mapping

Carnival Corporation & plc data breach
exposes over 8.7 million records

Impactnd Vendors i Geceg

Eduporium attacked by Qilin ransomware
group

Probity Contracting Group attacked by Qilin
ransomware group
\npacaed Venders ¢

Checkmarx confirms data leak by LAPSUSS A e Siod

from its GitHub repository

Breach Intelligence

Automatically scored against your supply
chain. Every breach is matched to your
inventory, geography, and rating — so
you see the ones that matter, not all of
them.

Severity Assessment — (Critical - High -
Medium) summarize blast radius at a
glance

Vendor-mapped — events feed third-
party risk and concentration analysis

Filterable — by event type, rating
impact, geography, industry, company,
date

this view is one input. Bitsight fuses
all three into a single prioritized action
queue.



e AIM DRILL 2 OF 3 > Press Esc for overview

MITRE ATT&CK Mapping

[N N ~. app.bitsight.com | mitre-att&ck-mapping

WHAT YOU'RE LOOKING AT

3 MITRE ATT&CK heat map #sa * Retresn MITRE ATT&CK
Mapping

P Top Mitigations Top Techriques Top Threat Groups Top Tactics
: : Adversary techniques mapped across
A Wome © Retated TTPs e 0 Pricetty Soore Nava ToratScare  Welied TPy
— n E
BN, o Omstmovd. DEG. A0 etk 02 * ( S your environment, ranked by relevance.
Pre compeomion M0 3 Data from heform. ™ 50 Sandwoem I a3 - " Top mltlgations and threat groups Surface
@ [ oy TostTee THOS 80 w373 ’ —~ 4 2 g
~ [P Powci sy T2 50 sy 20 % e the highest-leverage controls — not just
E P hmaon T MXOY 1) pany nmo %o s Gep 261 ) the loudest CVEs.
MITRE ATTSCK Framework  saurcn L] el [ oy s P e = Top Mitigations — identify the controls
Pecomansaoe | Besoeoe Devcoment - [S—— Pm—— Credentt Acoess with the broadest TTP coverage
“2elel w1 en “2w)en 8 ERLNS
(T oy 10 Tockeinan S, o Tueh » Top Tactics donut — shows where
p——y i v Py | [ | | Pt | [epanana pempep (o adversary effort is concentrated
Itormaren bttt | 1 Toals Servcer Frietege Lscatation Ppp——— Avcmss Token Descomery
[ Pe— S | ORI IS S— T T iy ;'::r‘e";‘:: ::::;T :rg:;tugr:zppﬂomy
e foprse
I | | Eaprataton o et l I | I Toatwon sare
sugecuainen | | vessaceouns o PRp— [— [r— oo Force o
e | et | — |» || | o e | R [
|;::;‘:;" ] | R == ol bt
o [oee—— | sasheason Tarogh I T |w. — | s | P—— Seswm batom AIM: this view is one input. Bitsight fuses
tatcansl R Sooe vt all three into a single prioritized action
= i oeusirsogiian) I I wrs I...,. toecation fow | (S— ey queue.
[
Pr—— [ |ttt | [ [mtmn | [t -
e
Overview Breach Intelligence [ MITRE ATTRCK Mapping |  Sectoral Intelligence « o navigate Esc overview
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e AIM DRILL 3 OF 3 Press Esc for overview

Sectoral Intelligence

eoe bitsight. { intelli
£apn 2o . WHAT YOU'RE LOOKING AT
= .
~ Sectoral nteligence —— Sectoral Intelligence
[ e RNt e :
e . Context is your best defense. The
o e S S - - [ — industry-wide threat landscape —
s adversaries, software concentrations,
N - = e and peer benchmarks — fused into a
ve—
= sector-specific radar so you see what's
ouspi PRI R —— coming before it hits the fence.
e x i 22 i = + Know the Adversary — real-time TTPs
] ot = e wrme o - wm ~ 6
oo W " S i oo 300 o Pty . - and ransomware trends specific to your
industry
° S S i * Map the Surface — systemic software
ety 5 b e vinpmprom i el concentrations and 4th-party
Y | = ﬂ\’ e s s vulnerabilities inherent to your sector
—— 1 —rp— ———
et r ‘o o - - - - " - - - " " - a - 1. S
+ Benchmark Your Stance — security
Vi ratings, credential exposure, and
iy e s E P o = . vulnerability density vs. industry peers
e ——— Pl - s -
st % e oo - . we -
it Iy - ot i “ ~
o RS - PR - o -
[ f— s - rp— - . s - AIM: this view is one input. Bitsight fuses
Tt Lo oo e = e - = = all three into a single prioritized action
S e i 5 iRy o 4 i 5 queue.
i t———— 28 N S v “ . -
Overview Breach Intelligence MITRE ATT&CK Mapping | Sectoral Intelligence \,I &« = navigate Esc overview
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® DEEP DIVE + ACT

Accelerate Remediation at Scale

® FROM INSIGHT TO REMEDIATION

Days > Minutes

BITSIGHT AGENT

CONTINUOUS

(o)

REMEDIATION

Bitsight Agents triage, route, and act on findings the moment
they appear — at machine speed, with human oversight.

SHIFT TO OUTCOMES

%
Native Agent Workflows

Watch embedded agents triage, route, and resolve critical
findings autonomously.

® Native Agent Workflows ® MCP Integration

BITSIGHT CONFIDENTIAL — LUMINATE 2026

MCP Integration

Plug your custom agents into Bitsight Skills via the Model
Context Protocol.

® Integrations

OUT-OF-THE-BOX

&

Bitsight Integrations

Plug-and-play connectors across TPRM, SPM, and CTl —
ServiceNow, JIRA, Splunk, Sentinel and more.



® DEEP DIVE «- ACT

Accelerate Remediation at Scale

Overview NATIVE AGENT WORKFLOWS

%, Triage & Routing — Live

Exposed LiteLLM gateway - auth bypass
vend(

MCP server reachable without TLS

HIGH
If ie b. con
Citrix NetScaler CVE-2026-3104
HIGH
Leaked LLM API key in JS bundle
MEDIUM :

® Overview ® Native Agent Workflows ® MCP Integration
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® AUTO-PILOT £3 Embedded Agent Logic

Findings flow through a deterministic agent before reaching humans.

£ Auto-ticketed — Jira INC-2417 ® Score & Contextualize

Severity x business criticality

4 Vendor email drafted - awaiting approve

0 Policy Check

Match agains

standards

&% Routed to Patch Squad - ServiceNow (oX:

Auto-Action

Ticket - email - escalate - notify

[0 Slack alert — #appsec-triage

I Report Outcomes
- Summarize actions taken and risk reduced
OUTCOME

82% reduction in manual SecOps triage on Bitsight findings.

® Integrations

‘ ° PLAY DEMO

14 /



® DEEP DIVE +- ACT

Accelerate Remediation at Scale

Overview MODEL CONTEXT PROTOCOL CONNECT YOUR AGENTS TO BITSIGHT'S INTELLIGENCE LAYER

BITSIGHT INTELLIGENCE o
® CUSTOM AGENT - ASKS

© Asset Intelligence

& QUERY

“What do you know about this asset involved in an incident?”
Vendor Network

MCP

€ QUERY 5 I SRToCE t (| Vulnerabilty Catalog
“What assets in my vendor network run this vulnerable product?” Live ed

-
MOBEL CONTEXT PROTOCOL % Workflow Engine
Tic approv
& QUERY
“Reach out to all vendors running the vulnerable mail server with
remediation guidance.” = Vendor Communications

Templated outreach

¥ BYO AGENT Your code, our intel — over a single audited protocol. Plug any agent into Bitsight Skills and stream live exposure context back into your workflow.

® Overview ® Native Agent Workflows P Integration ® Integrations
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® DEEP DIVE « ACT

Accelerate Remediation at Scale

Overview BITSIGHT INTEGRATIONS

WORK WHERE YOU LIVE

& Bitsight is the data layer inside the tools your teams already use — minimum swivel-chair, maximum time-to-value.

TIVITY ACROSS TPRM, SPM, AND CTI

® EASY @ MEDIUM @ ROADMAP

O GRC - VRM

VENDOR RISK - PROCUREMENT

Operationalize risk across the entire vendor lifecycle — from
procurement through continuous monitoring.

e ServiceNow TPRM EASY
e Archer MED
* Auditboard EASY
® Coupa COMING APR
® OneTrust COMING Q2

(© Risk-informed decisions across the vendor lifecycle.

% SECOPS

REMEDIATION - RESPONSE

Transform findings into traceable work inside the engineering
and security ticket queues your team already lives in.

e ServiceNow 1751 VR SIR EASY
e JIRA WED
e Splunk EASY
e Sentinel EASY
e Cortex XSOAR EASY

(© Faster remediation — issues tracked where work happens.

® Overview ® Native Agent Workflows ® MCP Integration ® Integrations
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| Lb | REPORTING

DASHBOARDING - BI

Communicate risk posture to practitioners and the Board using
the business intelligence tools you already standardize on.

e PowerBI EASY
e Tableau EASY

AUDIENCES

Executive Practitioner Board

(© Live data feeds — single source of truth for risk reporting.



THE STATE OF THIRD-PARTY RISK

0%

of breaches now originate in your supply chain.
Source: Verizon DBIR, 2025

The signals exist. They're just hard to find —

buried in noise, scattered across sources, and detached from the vendor
context your team needs to act.

We built the detection layer that closes that gap.

[ 4. <« SEEIT IN ACTION J
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When the Breach Hits, The Signals Were Already There

ONE OF THE 30% - RECENT CASE

Acme Financial - April 12, 2026

Data breach via third-party logistics
supplier
0SEL April 12, 2026 - 8:04 AM ET

ECORDS EXPOSED 2.4M customer records - Pll -
financial data

ATTACK VECTOR Compromised vendor credentials
INITIAL ACCESS 97 davs prior to disclosure

Acme Financial CEO faces Senate
inquiry after supply chain breach
exposes 2.4M customers

ACME FINANCIAL

® RANSOM UNPAID - COUNTDOWN ACTIVE

02:14: 37282 nri ruito

eq

ing placed

This is what a third-party breach actually costs — long after the initial compromise.

Every one of these breaches

S atimeline. M

ations

CONT

12 TR stor

4.2 TB custome!

Filed - $180M+ sought
FTC probe opened - 48 state

AGs notified

Estimated €50-120M
RACT Terminated - transition cost

$4.2Mm

/ see the end of i

Jafa

4, <« REWIND THE TIMELINE




When the Breach Hits, The Signals Were Already There

REWINDING THE KILL CHAIN

=87 T-45 =7 T+0

Exposed PostgreSQL instance
detected on vendor

infrastructure

VENDOR logistics-partner-
07.acme-sc.io

CVE CVE-2023-4891—
Unpatched, CVSS 9.8

PORT 5432/tcp exposed to

public internet

ATTRIBUTION Subsidiary acquired
2023 - not in primary
CMDB

-READY PAYLOAD

{"signal":"exposure","severity":"c
ritical","mitre":"T71190","siem_rea
dy": true}
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When the Breach Hits, The Signals Were Already There

REWINDING THE

Exposed PostgreSQL instance

detected on vendor

infrastructure

VENDOR logistics-partner-
07.acme-sc.io

cv CVE-2023-4891—
Unpatched, CVSS 9.8

PORT 5432/tcp exposed to
public internet

ATTRIBUTION Subsidiary acquired
2023 - not in primary
CMDB

SIEM-READY PAYLOAD
{"signal":"exposure’, “severity":"c
ritical","mitre":"T71190","siem_rea
dy":true}
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C2 beacon traffic from vendor
infrastructure

VENDOR logistics-partner-
07.acme-sc.io
€2 DESTINATION 185.xxx.xxx.42 -
known APT
infrastructure
BEACON INTERVAL 300s = 15s jitter —
consistent with
CobaltStrike
MITRE ATT&CK T1071.001 - Application
Layer Protocol

M-READY PAYLOAD
{"signal":"c2_beacon","mitre":"T10
71.001","siem_ready":true}

KILL

CHAIN

=7

T+0

15 /16



When the Breach Hits, The Signals Were Already There

Exposed PostgreSQL instance
detected on vendor

infrastructure

VENDOR logistics-partner-
07.acme-sc.io

CVE CVE-2023-4891—
Unpatched, CVSS 9.8

PORT 5432/tcp exposed to

public internet

ATTRIBUTION  Subsidiary acquired
2023 - not in primary
CMDB

SIEM-READY PAYLOAD

{"signal":"exposure”,"severity c
ritical","mitre":"71190","siem_rea

dy":true}
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REWINDING THE

L ]
)

C2 beacon traffic from vendor
infrastructure
VENDOR logistics-partner-
07.acme-sc.io
C2 DESTINATION 185.xxx.xxx.42 -
known APT
infrastructure
BEACON INTERVAL 300s = 15s jitter —
consistent with
CobaltStrike
MITRE ATT&CK T1071.001 - Application
Layer Protocol

M-READY PAYLOAD
{"signal":"c2_beacon","mitre":"T10
71.001","siem_ready":true}

KILL CHAIN

sl T+0

e

Vendor credentials on

ransomware leak site

SOURCE BlackBasta leak site -

monitored

CREDENTIAL COUNT 847 vendor
employee
credentials

INCLUDES VPN access - Okta

admin - portal tokens
CONFIDENCE 98% — domain match,
email pattern

SIEM-READY PAYLOAD
{"signal":"leaked_creds","sourc
e":"blackbasta","siem_ready":true}
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When the Breach Hits, The Signals Were Already There

=07

Exposed PostgreSQL instance

detected on vendor

infrastructure

VENDOR logistics-partner-
07.acme-sc.io

CVE CVE-2023-4891—
Unpatched, CVSS 9.8

PORT 5432/tcp exposed to

public internet
Subsidiary acquired
2023 - not in primary
CMDB

ATTRIBUTION

SIEM-READY PAYLOAD
{"signal":"exposure","severity":"c
ritical","mitre":"7T1190","siem_rea

dy":true}
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REWINDING THE KILL CHAIN

L]
e

C2 beacon traffic from vendor
infrastructure

VENDOR logistics-partner-
07.acme-sc.io
C2 DESTINATION 185.xxx.xxx.42 -
known APT
infrastructure
BEACON INTERVAL 300s * 15s jitter —
consistent with
CobaltStrike
MITRE ATT&CK T1071.001 - Application
Layer Protocol

SIEM-READY PAYLOAD
{"signal”:"c2_beacon","mitre":"T10
71.001","siem_ready":true}

If you're only reacting at T+0, you've already lost. The signal at
preventable.

187 f

e LIVE -

PUBLIC DISCLOSURE

=] 4
bl IDEN
T + 0
Vendor credentials on
e PUBLIC FALLOUT
SOURCE BlackBasta leak site - - -
LR Breach hits the headlines
CREDENTIAL COUNT 847 vendor
employee
credentials
INCLUDES VPN access - Okta
admin - portal tokens
CONFIDENCE 98% — domain match,

email pattern

STEM=READYPAYTOAD
{"signal":"leaked_creds","sourc

e":"blackbasta","siem_ready":true}

is where the breach was
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e INTRODUCING

Bitsight Beacon

SUPPLY CHAIN EXPOSURE MANAGEMENT

Give your SOC and TPRM teams deeper visibility into critical vendors with
validated, evidence-backed intelligence — and enable faster remediation.

LUMINATE 20286



