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Do you feel the sky
Is falling?
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- Changing[e ke
Mandate

Perfect Enterprise
protectio
n
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How resilient ..
are you? —x

How do you
even answer
that?1?
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How ‘resilient’ are you?
The challenge to asses s and
communicate cybersecurity resilience

Benchmark

Products not Inside-Out

Pieces .
Best-In-

Class

View of Risk

and Parts

Programs
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Pieces and Parts

t

e CSPM (Cloud Security Posture Management)
e CAASM (Cyber Asset Attack Surface Management)
e SSPM (SaaS Security Posture Management)

o« DSPM (Data Security Posture Management) Enterl?rlse

e CIEM (Cloud Infrastructure Entitlement Management) Securlty POSture

e KSPM (Kubernetes Security Posture Management) Management?

o ISPM (Identity Security Posture Management) _ B

o« ASPM (Application Security Posture Management) e .'.

e NSPM (Network Security Posture Management)

e ESPM (Endpoint Security Posture Management)
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Let's discuss
1slz@challenge
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—==® The KISS Principle
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Overlapping Cloud Security Domains

Navigating Security Posture Management:
Selecting Cloud Security Tools That Truly Fit Your
Needs

SASE / SSE
(CASB)

6 April 2026 - ID G00846923 - 14 min read

SaaS By: Dale Koeppen, Charlie Winckless
aa Initiatives: CxO Leadership; Optimize C T gy and
Effectiveness

Workload &
Container
Security

Security
Most cloud incidents stem from user configuration and identity
errors. Cybersecurity leaders must select security posture
and

management tools that prioritize critical weaknes
integrate with existing controls, enabling secure cloud
environments through informed human intervention.

Orchestration
Security

Insights at a Glance

Adoption of cloud platform services and applications has driven demand for specialized
posture management tools in order to maintain acceptable levels of security hygiene

Code & Artifact

SDLS Security

Simple?

Application &
Al Security

Source: Gartner * Not all functions of CNAPP are shown

846923 <+ — —»Technology synergies
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What provides you a view
of ‘enterprise’ posture?

How is Al
changing that?
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The Mythos Effect
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Breaking of the predictable umnaie

vulnerability forecast

CVE Publications: Monthly Historical Data and Forecasts
Cumulative growth showing actual CVE publications and ML model predictions for 2026

.Actual CVEs ( TBATS (Forecast) .FourTheta (Forecast) ‘XGBoost (Forecast) ExponentialSmoothing (Forecast) KalmanFilter (Forecast) .Model Average (Forecast) ) ‘_
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https://cveforecast.org
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How do you think about prioritization if
there is a ‘tidal wave’ of vulnerabilities?

What changes are you starting to do now
that you didn’t do even 12 months ago?
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Connecting the Dots
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Translating Security in Risk

The

=) Securit

Which alerts actuv matter?
Where are our biggest visibility gaps?
What threats are most likely to impact?

Do we have the people, tools, and
coverage needed?

How quickly can we detect and respond
to an incident?
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EXCHANGE

The
Board
— Risk

What are our biggest risks?

What is the impact of those risks?
Are we prepared for a major incident?

Are we operating within our defined
risk appetite?

Are we investing the right amount in
cybersecurity?

©2026, BitSight Technologies, Inc. and its affiliates (“Bitsight”). BITSIGHT® is a registered trademark of Bitsight. All rights reserved.



How has the discussion with the board
changed?

What do you find to be most effective in
communicating your security posture?
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Thank you
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