[ TeamViewer

TeamViewer’s Security
Performance Management

BITSIGHT Cybersecurity Insight Summit



Agenda

1 TeamViewer in a nutshell

2 TeamViewer’s Security Organization
TeamViewer’s Security Performance
3 Management with Bitsight

) TeamViewer BITSIGHT Cybersecurity Insight Summit



TeamViewer in a nutshell
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TeamViewer’s development

2005

TeamViewer founded
in Goppingen, Southern
Germany

2010

>100m
installations

2018

« LaunchofloT, AR &
Enterprise Solution Tensor

+ License model switch from
perpetual to subscription

+ New Tokyo, Shanghai,
Mumbai offices

2019

IPO +
MDAX inclusion

2020

+ R&D hubinloannina
+ Acquisition of Ubimax

2022

+ Singaporeregional HQ
+ New Korean office

+ No.1ARplatformin

Europe

« Launch of Al Studio
+ Siemens partnership

H

2024

« Launch of
Spatial App for
Apple Vision Pro

ONOIONG

2021

» Acquisition of Xaleon,
Upskill & Viscopic

+ R&D hubin Portugal

+ Manchester United &
Mercedes F1 partnerships

+ SAP & Google Cloud coop.

2023

+ TeamViewer is a European
stock corporation (SE)

+ New Mexican office

+ Launch of TeamViewer
Remote

+ Smart factory investments
with Sight Machine & Cybus
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Numbers

Marketing

Corp.
@ P
Functions

>1400

employees in EMEA, AMERICAS &
APAC

Product/

R&D
Customer

Service

>2.5bn

installations

World Wide

in almost all countries

>630k

subscribers

®

627m

EUR Revenue*

@

+11%

Revenue Growth*

42%

adj. EBITDA Margin Revenue*
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TeamViewer’s Security Organization
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TeamViewer’s Security Organization

Robert Haist
CISO

Moritz Geiger
Director IT Security

' 2
5 ""':\ A

Al
Jan Bee

Director Product Security

Patricia Lébpert
Program Manager Security
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Holistic security approach ...

Corporate Security Product Security

How we protect TeamViewer - the company How we protect TeamViewer - the product

24/7 Security Operation Anti-Fraud/Scam
« Top notch internal security team + Dedicated Trust & Safety-team that keeps our
« External managed security provider to ensure we products platform clean
are protected around the clock. + Lessfraud & scam result in a safer ecosystem for

our customers
Pro-Active approach to security

« Breach and hunt for possible intruders in our Security-first approach
environments + Secure Software Development Lifecycle (S-SDLC)
process to the point where the software is
Tested & Certified distributed
+ Membership of the Forum of Incident Response
and Security Teams (FIRST) Bug Bounty / Responsible Disclosure
+ industry standard certifications « Encouraging and incentivizing security
+ Penetration tests and holistic security professionals to find bugs in our software and
assessments on aregular basis infrastructure
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.. proven by facts

Key pillars Tested & Certified

People

A dedicated team of ~50 people
manages both product and internal oA a ISO
security as well as Data Security -~ N2 S

9001

v HIPAA v 1SO 9001

Investment
We invested ~35m € over the last 5
years to be always on top of the

industry ZBR
ISO | risax
Anti Fraud 21004
We blocked 430k malicious + 1SO 27001 v TISAX + CSA STAR

connections, 1m brute-force
attempts, and 2.3k malicious accounts
over the last 6 months
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How we are fighting security threats in figures

Selected figures demonstrating our commitment to safeguard our assets

and customers

Assets / resources

Offices globally
35K+ in Security 204+ assessedinthe
monitoring 24/7 last 12 months
Logs for anomaly Trust & Safety
55TB+ detection per month 16B+ Realtime events
analyzed per month
Vulnerabilities .
600 K+ remediated in last 60+ zrodulctt. Se,curlty
12 months in our . 02"3;'3 Ing's
infrastructure n
Inbound emails Bug Bounty reports
13M+ analyzed per month 200+ since launch
(0.1% manual)
Website takedowns Pen Test days of
140 inlast 12 months 450+ workin 2023
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TeamViewer’s Security Performance
Management with Bitsight
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TeamViewer’s roadmap in leveraging Bitsight's
services

2020 2023
- |SO 27001
certification

- Financial
Quantification

+ Initial service
subscription to Bitsight

+ Focus: Security
Performance
Monitoring (SPM)

Market / ==\ CyberInsurance/ ISMS /
Share \ @ Competitor g Certifications

2019 2022 Today
IPO + « Developing to SPM - Integrated into
\Y/IDJAV¢ excellence TeamViewer’s
inclusion « New Focus: 3" party Security
risk monitoring narrative

\ 4

TeamViewer’s
spM / Bitsight MR | 780 |

rating
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TeamViewer’s approach for strong 3 party
security ratings *)

“Make your Security performance visible and easy ) Next to ISMS /

to understand for everyone involved” certifications
3.5K+ evidences
peryear
> 300+ controls

per year
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TeamViewer’s security narrative with Bitsight

Stakeholders Our Customers

Awarenesson all levels Easy-to-understand Security

Support ¥ Company ¥ ContactSales Signin v & +49 716160692 50
BTeamViewer
ISMS KPI: Management Sur i B TeamViewer Products ¥  Solutions ¥ Resources ¥ Partner ¥ Pricing
S u p e rvi S O ry 3 party jement - Vendor Risk & Financial R| -
Security Update Getting started with TeamViewer? Find the compliance documentation and resources needed for your business
Supervisory Board March 2024 7 e . TR . e
B 0 a rd e or organization here. TeamViewer enables you to digitalize your business-critical processes through seamless
Configents r » connectivity. TeamViewer focuses on a robust security framework. Its dedicated security team ensures
| | ‘\ compliance and trust. With leading rankings in BitSight and SecurityScorecard, and top-level certifications,
Q ua rte r y ) TeamViewer is at the forefront of enterprise-grade security.
Please note that the information may p-to-date and are non-binding
Certified excellence
Trusted IT security infrastructure
O ruon ©
C L I HIPAA/HITE
. IT Security Management KPI’s
BI_Wee kly Monthly / March 2024
Confidental Only the best
Documents
1SO 27001 Certificate EN & Download
Verifying our strong comm B TeamViewer
towards customers i
| D Ty secuior £ Dourioad
I n te r n a I Industry leading security posture A”Hands . Technical-Overview
Sy J—
Or a n ization e oW  BitSight Security Rating ranks TeamVi 2023 Type 2 SOC 3
g TéeamvViewer as top 1% in the tech industry Final Roport ype & Download
da e =,
O n e a n o BitSight Benchmarking Report & Download
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TeamViewer’s technology landscape for managing
the attack surface - SecOps

Processes & Controls

+ additional 3rd
3.5K+ BITSIGHT party ratings
Managed IP’s Shodan daily Public footprint
_ discovery vulnerability
» A » . .
1.1K+ daily " " daily [S2Yd I scanning
icroso '
Attributed domains ] Exposure L] ,Ig\/ltlfarglfzztrface daily
management & attack paths

oK+ CSPM : MEF ezl s NG Firewalls
Resources and Microsoft
devices Defender +
EDR RAPID)) i Chronicle
16K+ P Entra ID | Endpoint &
Protected g , corelight scanning ISIEI\I/I /Threat
identities : ntel /Hunting
' NDR / Hunting
Passwordless & Zero Trust *) + additional tools for other sec domains
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3rd party security findings are part of TeamViewer’s
Incident Response

Risk Assessment
and Response
within the same

' day 24/7/365

Risk Assessment
and Response with
prioritized response

PSIRT

CSIRT
o Computer Security Incident Response
team (CSIRT) is poised to respond to
Product Security Incident Response
team (PSIRT) is responding to Fraud

any threat 24/7
: and Product threat 24/7
@ TeamViewer is FIRST member
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TeamViewer’s Security Performance relies on
everyone within the organization

'.

'0 Policies

': B TeamViewer Mandatory acknowledgementon a

,. yearly basis for all employees

) 30 detailed

|: ‘ policies

S

' .

o ‘ Yearly review Knowledge Hub

,. > 200 FAQ‘s and How-To‘s, describing
o dail ti d d ith
) aily operations and procedures wi
|: ‘ Change log focus security for the organization

:

"

o Awareness

|: T Vi Inf ti Monthly trainings and campaigns to
|. eéamviewer information test the organization according to,, | like
:. Security Policy it, when is the next training video*

'. Version 4.0

()
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) TeamViewer

Moritz Geiger

M +49 171 6865185
moritz.geiger@teamviewer.com

Patricia Leppert

M +49 151 70657297
patricia.leppert@teamviewer.com
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