HANIEL

/' Cyber Risk
F Management

POV after 12 months with Bitsight

1



About Me

Julia Dudenko

Group Chief Information Security Officer

Senior Manager IT Portfolio & Governance (Al Community Lead)

EDUCATION

e Diploma: IT Systems in Business, 2005

EXPERIENCE

e Deutsche Telekom, 2003-2005
e Accenture, 2005 - 2007

e Deutsche Post DHL, 2007 - 2023

PASSIONS
e Spending time with 3 kids; Hot Yoga

e Independent trainer “Digital transformation / Al / Cyber for leaders”
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Hier steht der Kapiteltitel (optional)

Revenue A

Haniel aspires to become the most purpose driven investor in Europe

\
€ 4.4 bn
Group revenue (2023)
€ 2/0m
EBITA Haniel Group (2023)
100% \ €100 21,9 \
. m 1,915
family owned OFCF Haniel Group (2023) Employees
strict separation of the Haniel Group
lbetween ownership (@ 2023)
S and management S Y
L Aletta Haniel, CEO 1782-1809 W
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Hier steht der Kapiteltitel (optional)

Enkelfahig A

Creating value for generations

Performance through sustainability

— Outperforming and handing over a stronger
company to our (grand-)children

— Building sustainable businesses for a future
worth living

L We call it ,enkelfahig” W

Haniel | 15.05.24 | FuRzeile Uber das MenU "Einfugen // Kopf- und FuRzeile” einmalig fur die g(escmte Prdsfeatotion Tnpossen oder deaktivieren
strictly confidentia



Enkelfdhig

Our strategy

p.a. Total Shareholder Return (TSR)

Our vision

Europe’s leading purpose-driven investor

Hier steht der Kapiteltitel (optional)

in Future Worth Living Score (FWL)

N

Our strategy
— ® -
E-e B E%?
® 0 00
Portfolio Leadership Culture
future worth living Strategic architect, Proud home to
Planet stand-alone businesses bold entrepreneurs

-

-

-
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Hier steht der Kapiteltitel (optional)

Funds and investments A

Our current portfolio

BauWatch BekaertDeslee CWS Hygiene CWS Workwear CWS Cleanrooms CWS Fire Safety
100% ownership 100% ownership 100% ownership 100% ownership 100% ownership 100% ownership

Growth Capital
Direct investments and funds

1MKA°5'!I AERONES J ecoworks Scud

generation 2\ lightrock 7 Pale blue dot verdane
KMK kinderzimmer ROVEMA
Maijority stake Majority stake 100% ownership Majority stake
N\
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POV: Group CISO at Haniel

N\

Heterogeneous, multi-industry
Portfolio

N\

Various maturity grades on ISMS
journey

N\

\
= [
::-® &?
® 000
Portfolio Cyber Culture Leadership
Growing organically through M&A Driven through PortCo CISO, seen as Strategic architect,
IT topic stand-alone businesses
- - -
\

De-central goveranance in a PE
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C—yber Security Framework

—— Mission —— Cyber Framework

ASSESS the RISK
Measure and act on Cyber Health Metrics
HUMAN .
I Educate leaders and perform drills
CULES & Introduce 5 Golden Rules of Cyber
BRI Governance across Haniel. Align portfolio
specific strategy.

Have a 360 degrees view on cylber security

Continue implementation along Identity,
Reducing Technical Debt, Network, and

4

Business Continuity Measures. Outsource
detection and response service.

BE PREPARED
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m\y Bitsight: non-invasive health check

Available on the daily basis

Blind spot [ 3rd party view

Enabler on various Flight Levels

i
39 Neutral independent comparisor
Y
i

-

Psychology of cyber crime
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N

Our use cases

\
HANIEL Haniel Group — 650 W .;ﬂ. ; BekaertDeslee Hol... =740 v J.‘
| Subsidiary monthly tracking by
N® sowmasn BOuWatch Group = 730 v Ia x= POI‘tCO CISO
e . CWS Group — 650 WV Jo‘
| 3rd party check of IT providers
e e oo o () =] as part of Internal Audit
e wwieL FranzHaniel&Cle... =760 v
Ao k KMK kinderzimmer... — 730 v Tq rget Cyber rdtlng by M&A
= team
—® scowems ROVEMA GmbH =700 v I
e 515 STAXS® =70 v Quarterly GRC reviews with
A= PortCo management
|
“—® 1ax;; TAKKT Group -~ 640 v oﬂ
-
Haniel | 15.05.24 | FuRzeile Uber das MenU "Einfugen // Kopf- und FuRzeile” einmalig fur diesg(er?g{wlw\t/ec%%sfelatéﬁgpa?npossen oder deaktivieren 10



Earning after 12 months

9 Start small and expand

.9  Educate stakeholders inside and outside
Uz of cyber bubble

Y Drive cyber rating as valuable asset,
0. similar to Moody’s

© Integrate in existing Guidelines/
U Governance reports

-

Psychology of cyber crime
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What's next?
Highest transparency with Enterprise Unlimited

-

Next level: Operational steering of cyber
improvement in the subsidiaries of
subsidiaries

Proactive planing with remediation
scenarios

Integrate Bitsight rating into Group GRC
reporting

Collaboration with internal audit on
Control Insights

SSL Certificates

Makes up 10% of Rating

©)

N

a 28 Findings @

Report last updated Yesterday

Runschedule setto: | Monthly v

Rerun Plan

@ SSL Configurations

Report last updated Yesterday

Run schedule setto: | Monthly v

@, Desktop Software

N 63 Findings O
]
N 1 Findings O

- @

Report last updated Yesterday

Runschedule setto: | Monthly v
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M—y wishlist

Simplify rating
Qualitative>Quantative

ASY

More Threat Intel

o I =3 Add DDosS as Risk Scenario
al!
-ll,l ‘/f p
| "( !JI"" f/\l
=7 Integrate, integrate, integrate

N
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