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MGM 
Evolving Cyber Risk Landscape



MGM Cyber Event 
Triggered an Issuer 
Comment

MGM’s cyber event deemed 
“credit negative”

Observed patching 
performance demonstrated 
3.2X higher likelihood of 
incident



First and third-party 
financial impact



6 ©2023, Bitsight Technologies, Inc. and its affiliates. All rights reserved.    | 

Cybersecurity Risk is Growing Quickly
Expanding digitization, increased sophistication of threat actors and a heightened regulatory 
environment has resulted in a world in which cyber losses are growing in frequency and 
severity

Organizations have massive, 
growing digital footprints and 

are increasingly interconnected

Expanding 
Digitization

Sophistication of 
Threat Actors

Threats are growing with 
increased monetization for 

bad actors

Heightened Regulatory 
Environment

Capital markets and regulators 
are paying attention 

Increased Cyber 
Losses

Moody’s Investors Services 
(MIS) found that cyber risk 

outweighs other credit-
adjacent enterprise risk 

factors, and losses can be 
existential in nature

$22T
Cyber

$8T
Social

$4T
Climate

Anti Money 
Laundering 
Act of 2020
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Exposure & 
Vulnerability
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CISA’s KEV Catalog 
Who's at risk and who’s 
fastest to fix
Benjamin Edwards, PhD
Principal Research Scientist, Bitsight
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What is the KEV 
Catalog?
List of vulnerabilities known by CISA to be the 
subject of active exploitation attempts in the wild

Three (official) criteria for inclusion
1. Common Vulnerability Enumeration (CVE) 

ID must have been issued
2. Remediations are available (patches or 

workarounds)
3. Evidence of active exploitation

Not all vulnerabilities that meet the criteria are 
included in the KEV. 
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What’s a KEV 
look like?

Product and Vendor

Vulnerability Type

Remediation Actions

Ransomware use

Deadline for federal agencies

Description and resources.
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Deadlines &
Ransomware
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What Bitsight sees and why it’s different than other views
Bitsight continuously, carefully 
scans the entire Internet 
Some KEVs won’t be visible to Bitsight

Non Network Accessible

Client Side Software

Detectable without Active Exploitation

~20% of the KEV

A more relevant view
Not limited to organizations with 
Vulnerability Management Software

Similar view to that of attackers

Analysis of detections during 2023.

35%
of organizations 

had a KEV in 
2023

20%
of organizations 

had a 
ransomware KEV 

in 2023
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KEV Prevalence and Industry
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Remediating KEVs
Prevalence is not the only measure of risk, 
we are also interested in how 
organizations react.

KEVs are often zero (or near) days
Speed and completeness are both important 

Survival Analysis

Developed in medical research
Measure first detection
Measure last detection and status

50% of KEVs are fixed in 174 days
50% of non-KEVS are fixed in 621 days
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Organizations Fix Ransomware Faster

Ransomware 
KEVs are fixed 

2.5x 
faster 

than KEVs not 
known to be used in 

Ransomware
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Deadline by Prevalence

40% 

of KEVs are 
remediated 
by the CISA 

deadline
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Operational
Technology

2323



Critical Infrastructure Attacks
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Critical Infrastructure Attacks
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“I think the area of most concern 
for me is when cyber can turn to 
physical,” Luber said.

“At some point, somebody's going 
to land one of these in a place 
against critical infrastructure 
that's going to matter,” Joyce said



OT Exposure
Top Most Vulnerable Countries

1. United States
2. Canada
3. Italy
4. United Kingdom
5. France
6. Netherlands
7. Germany
8. Spain
9. Poland
10. Sweden

8 / 10 most vulnerable 
countries are in Europe
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Business 
Under 
Pressure
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Bitsight Cyber Analytics in Business Risk
Bitsight’s leading dataset (and its correlation to risk) enable new applications of cyber analytics 

28

Bitsight ratings and metrics are cited in 100+ Annual / ESG / Sustainability Reports published by companies
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Implied Cyber Risk (ICT) Capability

29

10.9x

10.9x more likely to experience a cybersecurity incidentVERY HIGH RISK

3.7x more likely to experience a cybersecurity incidentHIGH RISK

2.9x more likely to experience a cybersecurity incidentMEDIUM RISK

1.7x more likely to experience a cybersecurity incidentLOW RISK

Very low inherent risk of a cybersecurity incidentVERY LOW RISK

Very High Risk

High Risk

Medium Risk

Low Risk

Very Low Risk

10.9x

3.7x

2.9x

1.7x

1.0x

Likelihood of Cybersecurity Incident vs. Very Low Risk Category
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Cyber & Credit in Practice

● Cyber is Nomura’s “biggest ESG risk” 

● Cyber risk is unpriced, representing an opportunity 
for improved portfolio performance & underwriting

● Cybersecurity maturity can be seen as a unique 
proxy for corporate governance and as a positive 
indicator of effective systems & risk management

● Like investors, all organizations can use Bitsight 
cyber risk data & analytics as a downside early 
warning signal for adverse cyber events, as a low-
latency proxy for broader corporate governance 
and technology management, or both 

“Cyber performance data & analytics can enable 
data-driven cybersecurity engagement for 
measurable cybersecurity impact at portfolio 
companies” 

Corporate Cybersecurity Risk – A Guide for Investors: Part 1

Corporate Cybersecurity Risk – A Guide for Investors: Part 
2
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Risk Mgmt Results Corporate Cybersecurity Risk – A Guide for Investors: Part 1

Corporate Cybersecurity Risk – A Guide for Investors: Part 
2

● Nomura can now track significant improvement across the firm in 
terms of cyber performance: measurable results & impact

● This results in significantly lower likelihood of material events 
across the portfolio and a greater urgency across portfolio to 
manage critical risk

● Bitsight enables the Sustainable Investment Fixed Income team to: 

1. Highlight data driven metrics that tangibly correlate to firm 
performance and losses

2. Easily identify outliers within a peer group

3. Prioritize outliers for light touch engagement and need for 
better performance
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Artificial 
Intelligence
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Bitsight Approach to AI
Multi-layered Approach
Layer Approach

Governance ● Assure adherence to laws and policies to comply and manage risks
● Risk-management process to enable rapid adoption 

Operational 
Adoption

● External: Adopt tools and services to augment operational capability
● Internal:  Develop capabilities that permit the more efficient operations 

and delivery of customer facing services

Customer 
Delivery 
(incremental)

● AI-enabled features and functionality that solve and improve a  
customer job that we already offer or offer new capabilities that solve 
new jobs

Transformation 
(leap-ahead)

● Identify, develop, and operate capabilities that can leap-ahead of 
current capabilities and substantially transform the business
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AI-Powered Discovery & Attribution
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