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TOTAL RISK MONITORING 

BitSight TPRM Subscriptions Explained
Total Risk Monitoring Vs. Risk Monitoring

RISK MONITORING    

Enables you to track critical third parties (vendors, prospects, 
competitors) without losing visibility into critical risk areas. 
With the speed & complexity of emerging cyber risks, Total Risk 
Monitoring is essential to identifying and reducing risk across the 
business ecosystem.

Whether you’re focused on proactively improving the performance 
of your third-parties’ security controls, or managing responses to 
critical vulnerabilities and other threats, Total Risk Monitoring 
can help you prioritize and respond quickly.

Provides you with critical updates on the security posture of 
vendors with lower inherent risk, including rating-level visibility 
for third-parties that don’t require strenuous oversight or high-
touch risk management. 

Risk Monitoring ensures that you have a full picture of your vendors’ 
security posture for those vendors that may be “less critical”, but 
could require more scrutiny at a moment’s notice. Coupling Risk 
Monitoring with Total Risk Monitoring subscriptions is a more 
cost effective approach to gain full visibility into your vendor risk.

BitSight is committed to helping customers maintain high performing third-party risk programs – from onboarding to 
continuous monitoring to re-assessments - throughout the vendor lifecycle. To help our customers achieve their unique 
objectives, we built a flexible subscription model to ensure customers can access the right amount of visibility for each of their 
third-parties, in a cost effective way.

FLEXIBLE SUBSCRIPTIONS

To encourage our customers to attain a broader scope of their third-party vendor risk, our flexible subscription model is a cost-effective option 
to execute on program goals. Easily swap subscriptions back and forth throughout the length of your contract, as your business’ needs change.

Swapping subscription types is beneficial when you’re alerted of vendor issues that may prompt a more diligent eye on their security controls. 
On the flip side, it allows you to remove a vendor from critical observation if you deem them as being less critical or needing less observation 
at any given time.

Easily swap subscriptions 
back and forth throughout 
the length of your contract

Our flexible subscription model 
is a cost effective option to 

execute on your program goals
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ABOUT BITSIGHT
BitSight transforms how organizations manage cyber risk. The BitSight Security Ratings Platform applies sophisticated algorithms, producing daily security 
ratings that range from 250 to 900, to help organizations manage their own security performance; mitigate third-party risk; underwrite cyber insurance 
policies; conduct financial diligence; and assess aggregate risk. With the largest ecosystem of users and information, BitSight is the Standard in Security 
Ratings. For more information, please visit www.bitsight.com
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See the breakdown of what’s included in Total Risk Monitoring and Risk Monitoring subscriptions:

Rating (Updated Daily)

Rating Category

Risk Threshold/Action Plan

Risk Vector Grades

1 yr of rating history

Findings

Assets

Update Cadence

Tiering

Portfolio Risk Matrix

Alerts

Collaboration

Reporting

Risk Summary

My Assessment

4th Party Visibility

Platform Access

API Access

TOTAL RISK MONITORING RISK MONITORING

Essential for critical third parties and 
proactive risk hunting across the portfolio

Built for keeping a pulse on 
less critical third parties

Daily

Comprehensive

Custom and Standard

Add On

Highlights Trendline Only

Daily

Limited

KEY CAPABILITIES


